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Abstract. Cognitive architectures such as Soar are widely used to model
human decision making in human—machine systems, but they are typi-
cally evaluated via simulation and therefore provide limited guarantees
that do not cover all possible system behaviors. In this paper, we present
a translation framework that compiles cognitive models in Soar into
discrete-time Markov chains for analysis using the PRISM probabilis-
tic model checker. The translation maps bounded abstractions of Soar’s
working-memory elements to finite-domain PRISM variables, production
rules to guards, and decision-cycle phases to an explicit control-state au-
tomaton. We demonstrate the approach on an augmented-reality surveil-
lance case study, in which the translated Soar task model is synchronized
with probabilistic modules capturing the evolution of cognitive attacks
such as cybersickness, and its task-performance effects. The resulting
PRISM models support quantitative verification of properties that de-
pend on cognitive task progression and stochastic human-state dynamics.
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1 Introduction

Cognitive models are increasingly used to analyze and predict human behavior in
systems where operator actions are integral to overall system dynamics [33, 3].
Examples include supervisory control, human—autonomy teaming, and mixed-
reality interfaces [19,32]. Cognitive architectures such as Soar provide a rule-
based computational model of human decision making and are widely used to
analyze task sequences, attention, and internal cognitive states [20]. However,
Soar models are typically evaluated through simulation, which limits their ability
to provide guarantees about all possible executions or low-probability events that
may have safety-critical implications [13, 11,25, 6].
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Formal verification, and model checking in particular, provides algorithmic
techniques for establishing whether all behaviors of a given model satisfy temporal-
logic specifications [3]. Probabilistic model checking extends these techniques
to stochastic systems, enabling quantitative reasoning about event probabili-
ties, expected times, and performance degradation [17-19]. Applying these tech-
niques to cognitive models requires translating architecture-level constructs into
an explicit finite-state probabilistic model. In this paper, we present our work-
flow and tool chain for formally analyzing stochastic cognitive models. We start
from a Soar cognitive architecture [20] and compile a task-oriented subset of its
decision-cycle behavior into a PRISM discrete-time Markov chain (DTMC) [19].
DTMCs [28] have long been used to model complex probabilistic systems [31,
15]. Constructing such a translation is challenging because Soar’s decision-cycle
semantics can be realized by multiple verification-distinct encodings while still
appearing reasonable. For instance, if two operators are proposed with indiffer-
ent preferences, a DTMC translation must commit to an explicit probabilistic
tie-break, and different choices can yield different quantitative guarantees. Like-
wise, production firing and working-memory updates must be captured in a
way that preserves the intended rule-execution structure while yielding a well-
formed probabilistic transition system. We have developed a translation frame-
work that maps Soar models to DTMCs for analysis in PRISM. The translation
treats a Soar model as a structured state-transition system: working memory el-
ements become PRISM variables, productions become guarded commands, and
the Soar decision cycle is represented as a control automaton [8,5,27]. The re-
sulting PRISM model supports the specification and verification of probabilistic
temporal properties over the behavior described at the cognitive level.

Our translation framework is a key component of the Modeling and Analysis
Toolkit for Realizable Intrinsic Cognitive Security (MATRICS) [1], currently
being developed on the DARPA Intrinsic Cognitive Security (ICS) program.
ICS is exploring the feasibility of applying formal analysis to cognitive models of
human behavior to prove that users of mixed-reality systems are protected from
cognitive attacks. Such attacks are successful when an adversary manipulates the
environment in a manner that affects the cognitive abilities of the user, thereby
causing harm to the user or negative impact to the mission. Examples of cognitive
attacks include inducing nausea, eye-strain, and dizziness (cybersickness) by
increasing latency in display output, shining a laser or bright light to wash out
information on a digital display, and flooding an observation zone with decoys to
increase visual search demand, resulting in missed identifications. The inherent
tight coupling between a mixed-reality system and its user contributes to an
expanded attack surface with unique characteristics. The ability to model and
formally prove cognitive security properties during the design of these systems
will be critical as mixed-reality becomes more commonplace in society.

The keycontributions of this work are:

1. A semantics-driven translation from Soar’s decision cycle and production-
rule execution to a finite-state DTMC model for analysis in PRISM.
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2. An open-source implementation that (i) applies a finite abstraction to se-
lected Soar state variables, (ii) generates the corresponding PRISM DTMC
modules, and (iii) supports composition with external stochastic modules.

3. A case study that uses the translated and composed DTMC models to check
properties that relate task progression and abstracted cognitive/task-control
state to stochastic physiological effects.

While prior work has explored translating cognitive architectures into for-
mal verification models (e.g., nuXmv and Uppaal), most approaches focus on
deterministic or timed semantics. In contrast, this work provides a semantics-
guided translation from Soar to discrete-time Markov chains (DTMCs) that
explicitly captures stochastic behavior and supports probabilistic model check-
ing in PRISM. A key technical contribution is a determinization strategy that
eliminates nondeterminism by introducing configuration-driven stochastic input
variables, ensuring that each reachable state induces a unique probability dis-
tribution over successors. Additionally, our framework enables modular compo-
sition of cognitive task models with external stochastic human-state processes,
supporting quantitative verification of human-in-the-loop systems under uncer-
tainty.

2 Background and Related Work

2.1 Cognitive Architectures

Cognitive architectures are computational theories intended to account for a
broad range of human cognitive capabilities (e.g., perception, memory, action
selection, learning, and reasoning) within a single integrated framework. Well-
established architectures that have been utilized for theory development and
application include Soar, ACT-R [2], and CLARION [16]. More recently, the
research community has proposed a standard model of the mind (e.g., Com-
mon Model of Cognition) to capture architectural commonalities across major
approaches [22]. Cognitive architectures make different computational assump-
tions about how cognition is represented and controlled, and each tends to em-
phasize different mechanisms (e.g., modular perception/action pipelines, distinct
memory systems, or learning from implicit vs. explicit knowledge) [24, 16]. For
example, ACT-R is commonly described as a modular architecture in which a
central production system operates over a small set of buffers that interface
perceptual /motor and memory modules [2]. CLARION is organized around in-
teracting implicit and explicit representational layers, with learning mechanisms
that relate the two and support skill acquisition and performance [30]. Soar
emphasizes operator-based problem solving: productions propose and apply op-
erators, and a recurring decision cycle selects among candidates to advance an
explicit symbolic working-memory state [20].

Cognitive architectures are accompanied by software implementations to con-
struct and execute task-specific models. These implementations provide an oper-
ational account of architectural mechanisms (e.g., firing of productions, memory
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retrieval, and optional learning updates) and support simulation of execution
traces and performance measures [26]. Consequently, when assurance questions
are posed (e.g., reachability of unsafe states), translation machinery is needed to
map architecture-specific constructs into the modeling formalisms accepted by
verification tools [5]. In this paper, we use Soar as the cognitive architecture for
its operator-centric decision cycle and symbolic working-memory representation.
This provides a control structure and state vocabulary that can be systematically
translated into a transition-based verification-oriented probabilistic model.

Soar is a cognitive architecture theory and a modeling and execution envi-
ronment for constructing agents [20]. A Soar agent maintains a symbolic working
memory representing the current state and uses production rules to propose op-
erators, express preferences among candidate operators, and apply the selected
operator. The agent’s decision cycle repeatedly (a) elaborates working-memory
inferences, (b) proposes and evaluates operators, (c) selects an operator via a
decision cycle, and (d) applies the operator to update working memory and
produce external actions [20]. Soar also includes mechanisms for learning (e.g.,
chunking [21] and reinforcement learning [26]); in this paper we focus on the core
decision-cycle and state-update behavior needed to represent task progression.

Several Soar features make formal verification challenging: First, Soar states
include relational symbolic structures and dynamic subgoaling, which are not
finite-state a priori; a verification model therefore requires a finite abstraction
over a subset of task-relevant working-memory features. Second, each decision
cycle can involve multiple internal firings and intermediate working-memory up-
dates, so the translator must choose an explicit step semantics (e.g., micro-steps
within a cycle versus a macro-step to a post-elaboration configuration) while pre-
serving task progression. Third, architectural choices such as tie-breaking among
indifferent operator preferences and external inputs interactions must be repre-
sented in an explicit transition model; in a DTMC, this typically requires com-
mitting to concrete probabilistic resolutions. Finally, learning changes the rule
base over time; to keep the model finite and analyzable, verification-oriented
translations often begin with a fixed-rule subset and treat learning as out of
scope or as modeled separately [20].

2.2 Formal Verification Environments

Formal methods comprise a range of techniques for establishing system prop-
erties, including deductive methods and model checking. In this work, we use
probabilistic model checking, which analyzes an explicit state-transition model
against temporal-logic or quantitative specifications [3,14]. This motivates a
backend that provides discrete-time probabilistic semantics, quantitative tempo-
ral properties, expected-value queries, and a modular modeling language suitable
for composition and code generation.

Several established tools support complementary parts of this space. Uppaal
targets timed-automata models and is well suited to dense-time constraints and
scheduling properties [4]. nuXmv targets symbolic transition systems and sup-
ports CTL/LTL model checking and counterexample generation for functional
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properties [9]. Although nuXmv provides scalable SAT/SMT-based logical ver-
ification and counterexample generation for functional properties, it does not
natively support probabilistic temporal logics or expected-value analysis over
stochastic models. PRISM supports probabilistic model checking for Markov
models specified using a guarded-command language with interacting modules
and probabilistic updates [18]. It can handle multiple probabilistic model classes
such as DTMCs, CTMCs, and MDPs. We selected PRISM as our model checker
because it directly supports DTMCs, probabilistic temporal logics, and reward
structures for expected-value queries [17,19], enabling end-to-end quantitative
assurance arguments over composed cognitive-physiological models.

2.3 Bridging the Gap

Formal verification of cognitive architectures requires translating architecture
specific constructs like productions, buffers, and decision cycles into verifica-
tion models with explicit state and transition semantics. In previous work, we
developed a workflow for translating Soar models into nuXmv to support ver-
ification of purely deterministic requirements and invariants [6]. We have also
explored translating aspects of cognitive agents into timed automata for analysis
in Uppaal [5], and related work has developed formal operational models and
translation schemes from ACT-R to timed automata to support automated de-
fect analysis with model checking [23]. Other work formalizes architecture-level
descriptions or reference structures (including those aligned with the Common
Model of Cognition) and provides architecture-neutral representations suitable
for symbolic model checking [22, 29, 12]. Task-analytic formalisms such as the En-
hanced Operator Function Model define human behavior via hierarchical task
models with formal semantics and translation to model checkers, including prob-
abilistic model checking in PRISM [7].

Collectively, these results motivate treating cognitive models as compilable
artifacts for verification; however, the dominant targets have been timed au-
tomata or non-probabilistic symbolic transition systems [5,23]. This paper ex-
tends this general direction by compiling Soar task models into PRISM DTMCs,
so that the translated task dynamics can be composed with an explicit stochastic
human-state module and analyzed using probabilistic temporal properties.

3 Methodology

In this section, we present our methodology for the formal verification of stochas-
tic cognitive models, such as those developed on the ICS program. Our goal is the
verification of human-in-the-loop mission behavior under probabilistic human-
state effects. We model task-control logic and cognitive attack effects in Soar,
translate it into a PRISM DTMC with discrete-time stochastic modules captur-
ing human-state/performance effects (e.g., cybersickness, response time, etc.),
and use PRISM to verify cognitive security properties.
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3.1 Soar Modeling Pattern

We organize Soar task models using a pattern that separates (i) nominal mis-
sion/task progression from (ii) periodic or event-triggered monitoring logic that
represents a cognitive-attack effect or human-state assessment. At a high level,
the Soar agent maintains a bounded set of task-relevant working-memory fea-
tures (e.g., current task phase, operator context, timing variables, and any ab-
stracted performance/health indicators). Nominal task execution is represented
by a mission module that advances these features through a sequence of task
phases. Monitoring/attack logic is represented by a separate cognitive attack (or
monitor) module that evaluates a condition (often time-indexed and/or context-
dependent) and updates a small set of abstract state variables that influence
subsequent task behavior. Figure 1 illustrates the pattern.

The mission module proposes and applies task-phase operators, while high-
priority switch operators transfer control to the monitor module when a sampling
condition holds (e.g., periodic checks or context-triggered events). The monitor
module evaluates the relevant condition, applies an outcome operator that com-
mits the corresponding state update, and then returns control to the mission
module. This structure yields an explicit and repeatable control vocabulary (op-
erator context and monitor mode) that is preserved by the DTMC translation.
To support a DTMC translation, we follow two modeling conventions. First, we
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abstract the verification-relevant working-memory features with bounded do-
mains (chosen per scenario), so that the translated state space is finite. Second,
any behavior that is underspecified at the architecture level (e.g., ties among
indifferent preferences or stochastic effects not represented in the Soar rules) is
resolved explicitly via configuration-supplied probability distributions, so that
each translated state induces a unique probability distribution over next states.

3.2 Translation Framework

To enable formal analysis of cognitive agents in human-in-the-loop systems, we
translate Soar task-control logic into a PRISM DTMC and then synchronize it
with an external probabilistic human-state module. With DTMCs, each global
step corresponds to a fixed-duration time increment and the outgoing transitions
from each state form a probability distribution. This provides a semantic basis
for quantitative properties (probability of satisfaction within a horizon) and
expected-value queries over the composed cognitive-human-state model.

The translated model state consists of a finite vector of PRISM variables
representing abstracted working-memory elements together with derived control
information. Each relevant working-memory element (e.g., Soar variable, opera-
tor, etc.) is mapped to one or more PRISM variable with finite domains chosen to
preserve distinctions required for verification. Initial values are derived from the
Soar model’s initial working memory. To preserve Soar’s execution semantics,
the translation introduces a control-state abstraction that enforces the order-
ing of Soar’s decision cycle. Guards on PRISM transitions reference this control
state so that production rules are enabled only in their appropriate context,
preventing interleavings that violate the Soar architecture.

Each Soar production rule is translated into one or more guarded PRISM
commands. Rule conditions become guards over PRISM state variables, and
rule actions become updates to those variables. Elaboration rules update states
without selecting an operator, while proposal and application rules are condi-
tioned on the control state and operator context. When multiple operator out-
comes are possible under uncertainty, the Soar semantics may leave the choice
underspecified, resulting in nondeterminism from a verification perspective. To
obtain a DTMC, we eliminate such nondeterminism by introducing stochastic
input variables whose distributions are specified in the configuration (e.g., de-
rived from empirical data or design assumptions). These variables are sampled
at each decision point and used to define mutually exclusive threshold guards
over competing operator proposals. As a result, exactly one operator is selected
in each decision context, and every reachable state induces a unique probability
distribution over successor states. This transformation converts underspecified
architectural choices into explicit probabilistic behavior, enabling quantitative
reasoning in PRISM.

The translator is parameterized by a configuration file that supplies informa-
tion not represented in the Soar model itself and that governs how the translated
controller is coupled to its external context in PRISM. In particular, the con-
figuration defines the abstraction boundary by selecting which working-memory
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Fig. 2: Generalized Soar-to-PRISM translation workflow.

features are exposed as finite-domain PRISM variables and by providing the
corresponding domain bounds or enumerations. It also specifies time-stepping
assumptions (e.g., the clock domain and update function) required to interpret
the model as a discrete-time system. Beyond state abstraction and timing, the
configuration encodes extrinsic dynamics and interface assumptions that are
external to the cognitive architecture but interact with the agent during ex-
ecution. Examples include probability tables or parameters for response-time
distributions, error models, and stochastic state processes representing physio-
logical, sensor, or environmental evolution, potentially conditioned on time win-
dows or control context. The configuration may also provide constants, enabling
reproducible model generation and systematic variation of scenario parameters
without modifying the underlying Soar knowledge base.

Our translation workflow is shown in Figure 2. The front-end parses the
Soar model and builds a rule-tuple for each production; the refinement stage
performs bounded abstraction, timing and control/context synthesis needed for
a DTMC interpretation (including a conflict-resolution compilation that ensures
only one synchronized rule-class is enabled per step); and the backend emits
PRISM modules whose synchronous composition yields the final DTMC.

Algorithm 1 provides the formal construction used to translate a Soar model
into a PRISM DTMC. We treat the input Soar model as a finite collection of
production rules, where each production is represented as a tuple, rname(V,
(pre{p1, ..., om}, post{is,...,1.})). Here V is a finite set of state variables
whose valuation val(V') represents the system state, pre = {1, ¢2,...,om} is a
finite set of well-formed formulae (WFF) encoding the left-hand-side precondi-
tions, and post = {11,13,...,1,} is a finite set of WFF encoding the right-hand-
side actions [6]. Because PRISM requires a finite-state model, we assume a finite
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abstraction « that maps concrete valuations val(V') into a bounded abstract val-
uation over a finite set of abstract variables V. Each o € V is represented in
PRISM by a finite-domain state variable x5, and we write x = (25);.p for the
resulting abstract state vector. Under this encoding PRISM guards are obtained
by abstracting the rule preconditions (the pre{-} WFF), and PRISM updates
are obtained by abstracting the rule actions (the post{-} WFF) for the enabled
production(s). To maintain DTMC semantics, Productions are translated into
rule-classes indexed by the synthesized control context ¢ apply). Within each
context, competing proposal rules are compiled with mutually exclusive thresh-
old guards over sampled stochastic inputs, ensuring that at most one produc-
tion is enabled and thus at most one synchronized class-transition can fire in
any reachable state. This prevents unintended nondeterminism by ensuring each
reachable state induces a single probability distribution over successor states. If
determinization fails (i.e., multiple productions remain enabled), the translator
reports a configuration error rather than emitting a nondeterministic model. All
probabilistic commands generated by the translator are required to define valid
discrete distributions; configuration-supplied probabilities are checked for nor-
malization (and normalized when appropriate), and invalid configurations are
rejected during translation.

In addition to the abstract state x, the translated DTMC contains (i) a dis-
crete time index governed by a step semantics (Dr, d7) and (ii) an explicit control
variable ¢ € C that records the current task context needed to preserve Soar’s in-
tended rule-enabling conditions. Algorithm 1 defines how these components are
combined into the DTMC P = (S, s, P) and how external stochastic variables y
(with configuration-specified distributions) are sampled and composed into the
global state. The construction is designed to produce a well-formed DTMC: for
every reachable global state s = (z,¢,y,t) € S, the enabled synchronized tran-
sition(s) induce a single probability distribution over successor states, so that
Yoeeg P(s,8) =1

We implemented our Soar2PRISM translator as an open source* Java tool
that parses Soar production rules using an ANTLR4 grammar and constructs
an intermediate representation containing rule names, guards, actions, and ex-
tracted working-memory features. The tool supports a configuration-driven work-
flow: a JSON configuration file supplies translation parameters, finite-domain
bounds for selected variables, and external probability tables/distributions used
to model stochastic sampling and tie-breaking. The backend emits a PRISM
model (.pm) consisting of a clock/time module, a Soar-derived controller module
that encodes decision-cycle context, and external stochastic modules composed
under a shared synchronization label.

3.3 Probabilistic Reasoning

Our framework enables probabilistic verification by compiling an executable cog-
nitive model (Soar) into a discrete-time probabilistic transition system (PRISM

* https://github.com /ParthGaneriwala/SoarToPrism Translator
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Algorithm 1 General Time-Stepped Translation of a Soar Model to a PRISM
DTMC

Require: Soar production rule set R (each r € R is rname(V, (pre{-},post{-}))),

initial valuation valg(V), finite abstraction «, step semantics (D7, d7), time horizon
T, and a finite set of stochastic input variables y = (y;) with configuration-specified
discrete distributions {(h;, {(vjr, Pjk)}x)};

Ensure: PRISM DTMC P = (S, s, P)

1:

ot

o 3 O

11:
12:
13:
14:

15:
16:

17:

18:
19:

20:

21:
22:

23:

24

25:

Initialize DTMC and introduce shared synchronization label sync

2: Introduce a discrete-time clock variable ¢ € D with initial value tg
3:
4: Add synchronized clock transition:

Define a total clock update function ér : Dy — Dr

[sync) T — 1:(t =6r(t)

: Derive a finite control-state set C' (task context) from {pre, | » € R} and the

time-step semantics

: Introduce control variable ¢ € C' with initial value co
: Let V = a(V) be the finite abstract variable set induced by «
: for each v €V do

Introduce PRISM state variable z3 with finite domain D3
Initialize z5 < a(valo(V))[7]

end for

for each stochastic component E; do
Introduce variables y; with finite domains

Add transitions of the form:

[sync] hj(x,c,t) = Y pjk : = vn
k

end for
Partition R into rule-classes {R;} by the control-context predicates extracted from
pre, (indexed by ¢ € C)
Synthesize threshold guards over sampled inputs to enforce: for all reachable states
s, |{r € R | a(prer) holds in s}| <1
for each rule class R; C R do

Derive guard predicate from preconditions:

gi(l’,C, y) = (VTGRi oz(pv"er))

Let r* be the unique enabled rule in R; (by threshold-guard determinization);
otherwise report a configuration error

Set u;(z, ¢,y) = a(posty+)

Add synchronized transition:

[Sync] gi(x,c, y) - (x/7cl) = “i(%Q y)

end for
Ensure that for every state s € S:

return P
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Table 1: Representative properties supported by the framework over the trans-
lated PRISM DTMC. T represents user-configured finite horizon.

Class Property What it answers

Liveness P>1[F "terminal"] Does the model eventually reach a

terminal condition (i.e., no dead-

lock before termination)?

Liveness Psi[F=" "milestone" ] Is a key task always reachable

within the horizon?

Safety Ps1[G (t<T)] Is execution constrained to
bounded horizon semantics?

Safety Ps1[G (v < Vinax) ] Are abstract state variables guar-

anteed to stay within limits?
P>1[G("terminal" =

Safet
Hew P>1[X "terminal"])]

Is the terminal region absorbing
(once terminated, cannot transi-
tion to non-terminal state)?
Reachability | P—»[ F<T "hazard"] What is the probability of entering
a hazard during the mission?
Reachability | P—-[ F<T "adverse_event" ]| What is the probability of at least
one adverse event occurring within
the horizon?

DTMC). This enables (i) liveness queries to establish progress to required mile-
stones within a horizon, (ii) safety queries to establish probability-1 invariants
such as boundedness and absorption at the horizon, and (iii) quantitative reacha-
bility queries to compute the probability of entering safety-critical regions within
a mission window; all over PRISM labels that denote semantically meaningful
regions of the translated state space (Table 1). Labels such as "milestone",
"hazard", and "adverse_event" are defined as atomic propositions over the
translated state variables, allowing the same query templates to be instantiated
for different tasks and domains. After translation, the model state is finite (by
construction via bounded abstraction) and each synchronized step induces a
unique probability distribution over successors, so standard probabilistic model
checking applies.

When performance measures are needed in addition to risk measures, we
use PRISM reward structures to compute expected quantities such as expected
time-to-completion, expected number of adverse events, or expected accumu-
lated cost over a bounded horizon. As the translation is configuration-driven,
the same property suite can be re-evaluated under different timing assumptions
and probability parameters without modifying the underlying Soar model, sup-
porting systematic sensitivity analysis.
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4 Use Case

In this section, we apply our methodology presented in Section 3 to an augmented-
reality (AR) surveillance mission in which an operator, wearing a helmet-mounted
display (HMD), monitors a secure area and must identify suspicious individuals
in the observation zone with the aid of a visual cue. For each observation, the
operator performs a simple decision workflow: (i) scan/select the individual of
interest, (ii) decide whether the individual is a threat based on the available
visual cues, and (iii) report the decision (threat / non-threat). This sequence
repeats across events over a bounded mission horizon, and mission performance
depends on both decision correctness and timeliness.

The HMD surveillance application will be subject to network- and system-
induced latency, possibly due to an adversarial attack. In the context of AR
environments, latency refers to the delay between an operator’s action (such as
head movement or interaction with the system) and the corresponding system
response, when the environment is updated (e.g., through visual or sensory feed-
back) to reflect the operator’s input. Latency affects when information becomes
available on the HMD display and when an operator action takes effect, influ-
encing the time required to complete each event and the likelihood of missed
or incorrect responses. Furthermore, latency has been shown to cause operator
cybersickness, with symptoms including dizziness and nausea [10].

Having developed cognitive models® of the surveillance task and cybersick-
ness onset (e.g., from pilot studies or the cognitive science literature), we apply
our verification workflow to establish guarantees on the likelihood of mission suc-
cess under specific operating conditions. We treat mission success as completing
the required sequence of threat classifications within a bounded horizon while
maintaining acceptable performance (e.g., timely responses and correct classifica-
tions). Failure corresponds to outcomes such as missed reports, misclassification
under latency, exceeding a time bound, or reaching an unacceptable human-state
condition (cybersickness) before mission completion. In our models, cybersick-
ness evolves over time and modulates performance-related quantities such as
response-time distributions and classification accuracy. This enables quantita-
tive verification queries that jointly depend on task logic, timing/latency effects,
and stochastic human-state evolution.

4.1 Soar Model

We model the operator’s task-control logic in Soar following the modeling pattern
of Section 3.1. The mission module encodes the nominal scan/select, decide,
decided progression as a sequence of operator proposals and applications. Its
working-memory state records the current task phase, timing information, and
any abstract variables needed to capture task context relevant to verification
(e.g., whether an event is in progress, whether a decision has been issued). The

5 All use case artifacts discussed in this section are included in our Soar2PRISM
translator repository.
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Soar Model Snippet

echo "\nPropose sick" PRISM Code Snippet
sp {proposexsick // -— sample at window start (automatically in sickness monitor mode) ——-
(state <s> “name sickness-monitor [sync] time_counter = @ & state_sickness_checked= & state_sickness_time_interval_set=0 —>
~sick_thres <st> pdf1 t (ts'=0) & (state_sickness_checked'=1)
neickness—checked no + (1-pdf1) : (ts'=1) & (state_sickness_checked'=1);
[sync] time_counter = @ & state_sickness_checked= & state_sickness_time_interval_set=1 ->
~io.input-link.systendata <sd>) 1: (ts'=1) & (state_sickness_checked'=1);
(<sd> ~pdfl <pdfl> > <st>)
— [sync] time_counter = 300 & state_sickness_checked=0 & state_sickness_time_interval_set=0 ->
(<s> ~operator <o> + >,=) pdfl : (ts'=@) & (state_sickness_checked'=1)

(<o» ~ Ly_sick) + (1-pdf1) : (ts'=1) & (state_sickness_checked'=1);
) o7 Tnane applysid [sync] time_counter = 300 & state_sickness_checked=d & state_sickness_time_interval_set=1 ->
1: (ts'=1) & (state_sickness_checked'=1);
echo "\nLoading sick"
sp {applyxapply-sick S0ar2PRISM |  [sync] time_counter = 600 & state_sickness_checked=0 & state_sickness_time_interval_set=0 ->
(state <s> ~operator.name apply-sick > pd : (ts'=0) & (state_sickness_checked'=1)

~sickness-checked <sc>

+ (1-pdf1) : (ts'=1) & (state_sickness_checked'=1);
[sync] time_counter = 600 & state_sickness_checked= & state_sickness_time_interval_set=1 ->

“~io.output-link <out>) 1: (ts'=1) & (state_sickness_checked'=1);
(<out> ~operator <old-sick>
~check-done) [sync] time_counter = 90 & state_sickness_checked= & state_sickness_time_interval_set=0 —>
— pdf1 : (ts'=0) & (state_sickness_checked'=1)
(<s> ~operator 1) + (1-pdf1) : (ts'=1) & (state_sickness_checked'=1);
[sync] time_counter = 90 & state_sickness_checked= & state_sickness_time_interval_set=1 ->
(<s> ~sickness-checked <sc> - yes +) 1: (ts'=1) & (state_sickness_checked'=1);
(<out> ~operator <old-sick> -
“~operator sick + [sync] time_counter = 1200 & state_sickness_checked=0 & state_sickness_time_interval_set=0 —>
~check—done no — pdf1 : (ts'=0) & (state_sickness_checked'=1)
~check-done yes +) + (1-pdf1) : (ts'=1) & (state_sickness_checked'=1);
. [sync] time_counter = 1200 & state_sickness_checked=0 & state_sickness_time_interval_set=1 ->
(write (crlf) |Agent sick...|) 1: (ts'=1) & (state_sickness_checked'=1);

Fig. 3: Soar2PRISM translation of the cybersickness-monitor production frag-
ment and the corresponding synchronized PRISM DTMC commands.

time it takes the operator to reach a decision is governed by a probability density
function (PDF). In this case study we use a placeholder distribution (Gaussian)
to parameterize decision time as a function of elapsed time in the environment.
This can be replaced by empirically-estimated distributions when available. The
mission module is responsible for advancing the task from one event to the next
until the horizon is reached.

The cognitive attack monitor module represents a periodic health assessment
that may affect subsequent task performance. At configurable sampling times
(every 2, 5, or 10 minutes for this use case), a high-priority switch transfers
control from the mission module to the monitor. The monitor evaluates whether
cybersickness has occurred for the current time window and commits the cor-
responding abstract health-state update before returning control to the mission
module. This organization makes the monitor transitions explicit in the control
flow, which is important for generating a time-stepped verification model.

We apply the Soar2PRISM translator to this Soar agent to generate the
PRISM DTMC controller module (Figure 3). The generated PRISM module
is synchronized (via [sync]) with the external stochastic modules that encode
cybersickness and performance effects.

4.2 PRISM Model Composition

The verification model analyzed in PRISM is the synchronous composition of:
(1) the translated DTMC controller derived from the Soar mission/monitor logic,
and (ii) external stochastic modules that encode human-state and performance
effects. Intuitively, the translated controller captures what the operator does
next (task phase progression and when monitoring occurs), while the external
modules capture uncertain effects that influence outcomes.
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Time (minutes)
I
t=0 | t=5 t=10 t=15 t=20

S =0 (not sick)
S =1 (sick)

Fig. 4: DTMC for operator sickness model.

Conceptually, the composed DTMC can be viewed as two coupled compo-
nents: a cybersickness process and a task-performance process whose transition
probabilities are conditioned on the current sickness state. The cybersickness
Markov chain models the operator’s sickness level over time. Although the sick-
ness level can vary over a range of integer values, for this use case, it is constrained
to 0 (not sick) and 1 (sick). It is simple to generalize the model and the transla-
tion to more than two sickness levels. Figure 4 shows the Markov model for two
sickness levels over a duration of 20 minutes. Note that time can be easily gen-
eralized to arbitrary durations and resolutions; however, large durations or fine
resolutions will result in large state spaces in the PRISM model. The cybersick-
ness model also assumes that once an operator becomes sick, they will remain
sick for the model’s duration (i.e., transitions only move the operator from not
sick to sick). At any given time, the operator may become sick (or remain not
sick), determined by the probabilities of the transitions between states. For this
use case, these probabilities are derived from experimental values.

Synchronized in time with the sickness DTMC, the task DTMC uses the
current state of sickness in the sickness DTMC to model the operator’s decisions
and response times. At any given time and sickness level, the operator may be
in one of three possible states: Scanning and Selecting, Deciding, and Decided
as described in Section 4.1. This corresponds to the conceptual state diagram
shown in Figure 5. Note that the Decided state requires no time; it simply marks
the time that the operator has decided on the entity. In the final translation,
this state is merged with other states so that no time passes in the DTMC when
the operator makes a decision.

The response time between Scanning/Selecting and Deciding, and Deciding
and Decided is an important metric in this mission scenario. These response
times are probabilistic and modeled as a discrete-time stochastic process. In this
use case, response time is modeled as a sequence of binary random variables,
with probabilities determined by a time-dependent function. For example, the
probability at time ¢ is determined by an exponential function with parameter
A. A finite sequence of states in the DTMC model is used to approximate the
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Scanmng
Sclcctmg

Scanning
Selecting

Fig. 5: Overall task state model.

Scanning
Selecting

Start t= n+]

Declding
Start

Fig. 6: Modeling response time with a DTMC.

stochastic process. Since the stochastic process is potentially infinite, the tail
probabilities are accumulated in the final state. An example using the exponen-
tial function is shown in Figure 6. This figure shows how to model the operator’s
response time for scanning and performing a selection. The probability of mak-
ing a selection at any given time ¢ is given by the transitions to the Deciding
Start state.

In this use case, response times are in seconds, sampled with 0.5-second reso-
lution, but the sickness model is only sampled every 5 minutes. The two models
must be combined to a single DTMC by inserting probability 1 transitions in
the sickness model so that it matches the sample rate of the task model. The
transition from the Decided state back to the Scanning/Selecting state can be
split into two probabilities, one to model correct entity identification and one
for incorrect entity identification. PRISM rewards are used to track the num-
ber of correct and incorrect user decisions, and PRISM properties are used to
guarantee probabilistic performance criteria.

4.3 Property Verification

We performed probabilistic property verification in PRISM on the translated
DTMC by evaluating a suite of probabilistic computation tree logic (PCTL)
and reward-based queries over the generated model. For the bounded abstraction
used in this study, Soar2PRISM successfully constructs the translated DTMC
with 3,605,682 reachable states and 4,176,825 transitions, demonstrating that the
translation produces a finite-state model at the selected abstraction boundary.
To support systematic validation, we introduce a small set of atomic propositions
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over the translated state space using PRISM labels. These labels denote seman-
tically meaningful regions of the DTMC state space, including the finite-horizon
endpoint ("end"), sickness status ("not sick", "sick"), controller phases (
"select", "decide", "done"), and the presence of any recorded decision er-
ror ("any_error"). The labels provide a verification-oriented interface for stat-
ing requirements and translation properties without exposing use case-specific
variable names in the properties themselves. We evaluated the property suite
shown in Figure 7 to quantify mission risk and performance under cybersickness
dynamics. Progress and structural-invariant checks confirm that the mission con-
troller reaches the horizon and that time and counter variables remain within
bounds, while the cybersickness and error-related queries provide quantitative
evidence about the likelihood of adverse outcomes (e.g., being sick at the horizon
and observing at least one decision error within the mission window). For ex-
ample, in our configuration, the probability of encountering at least one adverse
event within the mission horizon was computed as 0.84, while the probability
of the operator being in a sick state at the horizon was 0.66, illustrating how
the framework enables quantitative assessment of mission risk under stochastic
human-state dynamics.

Properties

«” P>=1[F "end"]

«# P>=1 [ F<=TOTAL_TIME "decide" ]

o p>=1 [ G (time_counter <= TOTAL_TIME) ]
< p>=1 [ G (error_count <= 10) ]

< P>=1[G ("end" =>P>=1[X "end"])]
< P<0.65 [ F ("end" & "sick" )]

< P>=0.02 [ F<=TOTAL_TIME "any_error" ]
<« P>=0.65 [ G<=TOTAL_TIME I"sick" ]

Fig. 7: Representative PRISM property suite evaluated for the use case.

5 Discussion

5.1 Translator Validation

We evaluated the Soar-to-PRISM translator on the use case by focusing on trans-
lation fidelity, i.e., whether the generated PRISM model preserves the intended
Soar control structure and yields a well-formed DTMC suitable for probabilis-
tic model checking. To reduce the risk of implementation-specific errors in the
generated PRISM code, we also constructed a reference PRISM model using an
independent C+#£-based generator. This generator takes the same probability dis-
tributions and a structured description of the intended DTMC components and
emits PRISM code. We used this reference model as a validation check by (i)
confirming successful PRISM model construction under the same bounds and (ii)
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evaluating the same validation property suite on both models. The Soar2PRISM
translator is needed because the Soar agent is the executable cognitive/task spec-
ification in our workflow; generating PRISM directly would require re-encoding
task-control logic and decision-cycle structure by hand, which is error-prone and
can diverge from the Soar model as it evolves. Compiling from Soar preserves
traceability from production rules and decision-cycle context to DTMC states
and transitions, and supports regeneration of verification models when the cog-
nitive model changes.

To further validate the translation, we performed basic behavioral consistency
checks between the Soar model and the generated PRISM DTMC. In particular,
we verified that key task-phase progressions occur in the expected order and that
control transitions between mission and monitoring modules are preserved. Ad-
ditionally, we conducted mutation-style checks by modifying selected probability
parameters (e.g., increasing sickness transition likelihood) and observing corre-
sponding changes in quantitative verification results (e.g., increased probability
of adverse events). These checks provide confidence that the translated model
responds consistently to parameter changes and reflects the intended system
behavior.

Structural correctness and DTMC well-formedness. A primary vali-
dation objective is that the generated model is a DTMC with a total step rela-
tion: in every reachable global state there is at least one enabled transition and
the enabled commands induce a unique probability distribution over successor
states. The translator enforces this objective via a global synchronization label
([syncl) shared by all modules, which yields a lockstep, time-stepped execution
semantics consistent with the DTMC interpretation. To avoid deadlocks under
synchronization, each generated module includes explicit default commands that
preserve local variables whenever no specialized rule is enabled. For stochastic
sampling steps, the translator emits normalized probabilistic commands so that
outgoing branch probabilities form valid distributions (up to floating-point tol-
erance). Together, these construction rules ensure that the composed model is
accepted by PRISM as a DTMC and that model construction completes without
deadlocks or unintended nondeterminism.

Semantic alignment with the use case abstractions. We next validated
that key semantic patterns from the Soar model and translation configuration
are preserved in the PRISM output. First, the translator correctly realizes the
finite-horizon, discrete-time mission semantics: the clock variable advances from
0 to TOTAL_TIME and then remains constant, corresponding to the label "end".
Second, the translator preserves the monitoring abstraction for health state by
generating windowed sampling and commit-point updates: sampling occurs at
the configured window boundaries and the sampled value is committed at the
end of each window (with the sampling flag reset), matching the intended inter-
pretation of periodic checks. Third, response-time and decision-error sampling
are guarded by the Soar-derived controller context: response-time distributions
are triggered by controller phase labels (e.g., "select" or "decide") and condi-
tioned on the current sickness status label, and decision correctness is sampled
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when the decision phase completes. These guard structures confirm that the
translation preserves the intended coupling between cognitive phase, time pro-
gression, and stochastic performance effects.

Translator validation queries. We evaluated the queries from Section 4.3
on the translated PRISM DTMC as translation-validation checks, focusing on
mission progress, invariants and integration of the controller and stochastic mod-
ules. All liveness and safety queries verified successfully, and PRISM produced
concrete values for the bounded-horizon reachability probabilities of "sick" and
"any_error". These results indicated the absence of deadlocks, adherence to
bounded-step semantics, and correct composition of the stochastic modules.

The Soar models, translation tool, configuration files, and PRISM models
used in this study are available in our public repository. The translation process
is fully configuration-driven, enabling regeneration of the verification models and
systematic exploration of parameter variations without modifying the underlying
cognitive model.

5.2 Generalization to Diverse Cognitive Architectures

Although this paper focuses on translating Soar task models to PRISM DTMCs,
the core translation pattern is architecture-agnostic: (i) identify a finite set of
state-bearing cognitive features, (ii) represent procedural knowledge as guarded
state-update rules, and (iii) impose an explicit control automaton that captures
the architecture’s step semantics so that rule enablement and state updates occur
in the intended order. Under this view, a cognitive architecture instance can be
treated as a structured transition system that is compiled into a verification
backend after a finite abstraction is chosen.

To generalize the translator to other architectures, we require that the source
model expose the following interface elements. First, the model must provide an
explicit state vocabulary V that covers the subset of internal cognitive features
and external 1/O features relevant to the assurance question. In Soar this is
derived from working-memory elements; in architectures such as ACT-R this
corresponds to buffers, selected declarative memory features, and task-relevant
perceptual /motor variables. Second, the model must provide a set of procedural
rules R whose semantics can be expressed as guarded updates over V. This can be
satisfied either by direct access to the architecture’s rule language or by compiling
that rule language into a rule-tuple representation. Third, the model must expose
a phase structure that determines when rules are eligible to fire and how conflicts
or ties are resolved. This structure is captured in the translation by an explicit
finite control variable, enabling the generated DTMC to respect architecture-
specific ordering constraints (e.g., perception—cognition—action phases, or buffer
update ordering). Finally, to obtain a DTMC, the translation must eliminate
unresolved choice: in each translated state, the enabled behavior must define a
unique probability distribution over next states. Any underspecified decisions in
the source semantics must therefore be compiled either into a fixed tie-breaking
rule or into explicit probabilistic branching. A key enabler of cross-architecture
reuse is configuration driven abstraction. The same PRISM backend generation
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pipeline applies once the configuration specifies: (i) the set of exposed state vari-
ables and their finite domains, (ii) the discrete-time step semantics and horizon,
(iii) the policy for resolving ties or underspecified choices, and (iv) the external
stochastic modules to be composed. This separation supports systematic varia-
tion across architectures and scenarios without changing the underlying source
cognitive models.

The approach generalizes most directly to architectures whose operational
semantics can be represented as a synchronous step relation over a finite abstrac-
tion. Architectures that rely on unbounded data structures, continuous variables,
or dense-time semantics may require additional abstraction (e.g., discretization
or predicate abstraction) or a different verification backend. Nevertheless, the
translation framework provides a common blueprint for compiling cognitively
grounded task logic into verification models that can be composed with proba-
bilistic human-state and environment dynamics.

6 Conclusion and Future Work

We presented a translation framework that compiles Soar cognitive task models
into PRISM discrete-time Markov chains, enabling probabilistic model checking
of properties that depend on both cognitive task progression and stochastic dy-
namics such as cybersickness and performance effects. The translation maps a
finite abstraction of working-memory features to finite-domain state variables,
compiles productions into guarded updates, and introduces an explicit control
automaton to preserve the ordering constraints of the Soar decision cycle. The re-
sulting PRISM models support quantitative analysis using probabilistic temporal
logics and rewards, and they compose naturally with externally parameterized
stochastic modules.

Future work will extend the translator along three directions. First, we will
expand the class of analyzable models by supporting richer stochastic plug-ins
and by integrating reward structures for expected-time and expected-cost anal-
yses aligned with mission assurance objectives. Second, we will strengthen se-
mantic assurance by developing trace-based conformance checks between Soar
executions and PRISM paths, including automated regression tests over rep-
resentative use cases and configuration variants. Third, we will broaden archi-
tecture coverage by instantiating the same compilation pattern for additional
cognitive architectures (e.g., ACT-R), including standardized interfaces that ex-
tract rule-tuple representations and architecture-specific phase semantics.

This work advances the use of formal methods for cognitive security and
human-in-the-loop assurance by providing a practical and semantically grounded
pathway from executable cognitive models to verification environments.
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