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Abstract—Cyber-physical systems involving human operators
are increasingly being deployed in the safety- and security-critical
domains. It has become essential to model human operator-
system interactions and rigorously analyze whether human op-
erators may be exposed to harm. In these contexts, verifying
correctness alone is insufficient; outcomes of the analyses must
be accompanied by explanations that are understandable and
actionable. We present an approach for architectural modeling
and compositional verification that integrates human cognitive
models with system models to analyze operator-system in-
teraction. The verification process produces explanation-ready
artifacts, such as counterexample traces and proof obligations,
that highlight why a property holds or fails and what this
means for the human operator. These artifacts provide a bridge
between formal verification results and human-understandable
explanations, supporting safety-assurance and accountability. We
demonstrate the approach through case studies in mixed-reality
and increasingly autonomous systems, and show how verification
outputs yield understandable and actionable explanations.

Index Terms—Formal Methods, Mixed-Reality Systems, High
Assurance.

I. INTRODUCTION

The way in which humans interact with high-assurance
systems is evolving. Mission-critical applications are emerging
for mixed-reality (MR) and increasingly autonomous systems
(IAS) [1], [2] that require formal analysis to assure properties
such as security, functional correctness, and the absence of
unintended behavior. However, due to the intimate coupling
between these systems and their human operators, any formal
analysis or explanation of the outcome will be incomplete
without a relevant cognitive model of human behavior.

Cognitive models capture human behavioral responses to
stimuli. Specifically, they represent human processes related to
perception, action, memory, and reasoning [3] and are typically
derived from empirical data collected from human subjects
research studies. It is envisioned that coding cognitive models
in a cognitive architecture is a good software engineering
practice, as these architectures are built on general theories of
cognition which are the building blocks of cognitive reasoning,
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as is a compiler for a programming language. A structured,
architectural, logical reasoning of cognition, when embedded
within cognitive architectures, serves as a structured frame-
work that can be translated into formal verification environ-
ments to generate formal analysis outputs (e.g., counterexam-
ples, invariants) with human-relevant explanations. Thus, they
not only increase the realism of the analysis but also enable
verification results to be communicated in ways that support
trust, accountability, and decision-making. Our contributions
presented in this paper include:

« A framework for integrating cognitive models into system
architectures to yield explanation-ready analysis;

« An open-source Soar annex for the Architecture Analysis
and Design Language (AADL), extending models with
cognitive reasoning to structure explanatory traces;

e A Soar model analyzer based on nuXmv to verify cog-
nitive guarantees and generate explanatory evidence;

« Demonstrating that the analysis yields actionable expla-
nations through two case studies: MR and IAS.

II. RELATED WORK

Compositional reasoning on architecture models has been
demonstrated across multiple domains, with AADL [4] and
AGREE [5] serving as enablers with their formal seman-
tics and open-source tools. This approach scales system-
level V&V by verifying component contracts and composing
results—valuable for safety-critical autonomy [6], [7]. At the
back end, model checkers such as nuXmyv (deterministic) and
PRISM (probabilistic) are widely used to verify temporal
properties and quantify behavior under uncertainty [8].

Cognitive architectures provide a complementary lens for
human-in-the-loop systems. Soar [9] and ACT-R [10] en-
code perception—memory—action-reasoning processes via in-
terpretable structures (e.g., production rules and memory sys-
tems), enabling realistic models of operator behavior. Prior
work has verified human—-machine teaming architectures in
AADL/AGREE and analyzed cognitive agents with model
checking, including increasingly autonomous systems and MR
contexts [11]-[15]. However, cognitive models are often ver-
ified separately from the architecture, risking inconsistencies
and limiting the interpretability of results for stakeholders.



From an explainability perspective, most formal workflows
produce proofs or counterexample traces that are not immedi-
ately actionable to human operators or certifiers. Few integrate
a cognitive model directly into the architectural formalism
and use the verification back end to yield explanation-ready
artifacts. Our work addresses these gaps by (i) integrating a
Soar cognitive model into AADL, (ii) automatically translating
the composite model for verification in nuXmv, and (iii)
treating invariants and counterexample traces as explanation-
ready evidence. This aligns formal assurance with human-
understandable explanations in MR and IAS use cases.

III. METHODOLOGY

We present MATRICS (Modeling and Analysis Toolkit
for Realizable Intrinsic Cognitive Security), a framework for
architecture—cognition modeling and explanation-ready formal
assurance (Fig 1). MATRICS is tool-agnostic: it defines clear
interfaces between system architectures, cognitive models, and
verification back-ends so that (a) different cognitive architec-
tures (e.g., Soar, ACT-R), (b) different architecture notations
(e.g., AADL, SysML), and (c) different model checkers (e.g.,
nuXmv for symbolic/SMT, PRISM for probabilistic dynamics)
can be swapped without altering the overall workflow. Here,
we instantiate MATRICS using:

« AADL with AGREE contracts for system architecture,

e Soar cognitive architecture implemented as a Soar annex
in OSATE (via Xtext) so that cognitive productions can
be embedded within AADL components, and

o An automated translator that compiles the AADL + Soar
model to nuXmv, checks LTL properties, and extracts
explanation-based artifacts.

The Soar annex extends the AADL metamodel with produc-
tions as first-class clauses; ports and data features of AADL
components as Soar WMEs (working-memory elements). Each
backend (nuXmv, PRISM) uses a lightweight emitter that pre-
serves the synchronous transition semantics; unit tests confirm
equivalence between the Soar simulation trace and the emitted
nuXmyv trace. We demonstrate how the resulting artifacts serve
as explanations that are understandable, usable, and actionable.

.

Model

System / Mission

Cognitive o
Requirements l—

Science Literature

System Model T

Cognitive Model
AADL + AGREE .I.Il

SOAR

|

Translate to nuXmv ‘

Update Cognitive Model

Formal
verification
passes?

Add mitigation to
System Model

Targeted Human
Subjects Research

ol

Assurance

Fig. 1: Workflow for cognitive modeling and analysis.

We model the system architecture and the human cognition
that interacts with it. We define a typed interface compris-
ing percepts (what the human/agent observes), human/agent
actions, and internal state/memory abstractions. This inter-
face is independent of the application domain (e.g., clinical,
aerospace, manufacturing, defense) and of the concrete cogni-
tive architecture. The result is a composite model where human
and system behaviors are explicit and analyzable together.

System-level requirements are captured as assume—
guarantee contracts at component boundaries (safety, secu-
rity, functional correctness), while cognitive guarantees de-
scribe bounds on human/agent behaviors (e.g., decision pre-
conditions, response windows, attention/recall assumptions).
MATRICS encourages expressing properties in a way that
anticipates explanation: each formal property is associated
with an explanation schema (who/what/why/what-next) that
will later be populated from proofs or counterexamples.

The composite model is compiled to a verification-ready
intermediate representation of a synchronous transition system
(finite or infinite state, depending on data types). Cognitive
rules are mapped to guarded transitions; architectural flows
and contracts to environment and component constraints.
This framework can support multiple back ends: nuXmv for
symbolic model checking of LTL/CTL properties on infinite-
state synchronous systems [16] or PRISM for probabilistic
reasoning when uncertainty or stochastic effects are modeled
[8]. This separation keeps the method general, while allowing
domain-specific models to select appropriate solvers.

Beyond a pass/fail verdict, MATRICS extracts artifacts that
support explanation. Counterexamples produced by the model
checker are analyzed and summarized as temporally ordered
sequences of architectural events and cognitive states. This
process highlights the relevant transitions and identifies the
state predicates and parameter valuations needed to reproduce
the violation, thus providing a diagnostic account grounded in
the model’s semantics. For satisfied properties, the framework
collects inductive invariants, discharged assumptions, and
component-level contract-satisfaction evidence. These proof
artifacts document why a property holds under the stated
assumptions and attribute the supporting evidence to specific
model components and contracts. All extracted artifacts are
recorded with traceability links to model elements such as
user-inputs, contracts, and production rules, making them
suitable for integration into assurance cases and simulation/-
training environments for scenario-based what-if analysis.

Using assume-guarantee reasoning with AGREE, leaf-level
results (incl. cognitive guarantees) are propagated up the
hierarchy to justify system-level claims. MATRICS maintains
traceability from each system claim to (i) the components that
contribute evidence, and (ii) the cognitive decisions relevant
to the claim. Finally, MATRICS enables explanations based
on contracts satisfied/violated, counterexamples and traces.

Section IV applies our prototype instantiation of MATRICS
to (i) mixed reality and (ii) increasingly autonomous systems;
the same workflow can be applied unchanged to other appli-
cations by swapping domain libraries (percepts/actions) and



properties, or by selecting a different verification backend
where uncertainty is central.

We treat explanations as the byproduct of aligning verifica-
tion outcomes with the model’s interface requirements—i.e.,
the typed ports, modes, and assume—guarantee contracts that
define each component boundary. For any proof or coun-
terexample, we trace which interface elements it touches and
report (i) the requirement(s) that were satisfied or violated,
(ii) the specific interface signals and modes involved, and
(iii) the minimal condition that triggers remediation (what
to change at the interface to restore the requirement). This
keeps explanations actionable (what next), auditable (bound
to contracts), and shared across stakeholders (operators see
signals/modes; certifiers see contracts/assumptions).

IV. UsgE CASES

We present two use cases to demonstrate the application
of MATRICS to formally verify system models that include
cognitive behavioral specifications.

A. Cybersickness Protection in Mixed-Reality Systems

For this use case, we wish to develop a helmet-mounted
display (HMD) application that can be used by a border guard
in an observation tower to identify people carrying suspicious
packages. A preliminary cybersecurity assessment reveals that
if an adversary could induce nausea (e.g., by taxing the HMD
processor to increase latency and decrease frame rate), the
guard would be forced to remove the HMD, thereby decreasing
the likelihood of detecting malicious agents. We therefore
design our HMD system to be robust to such physiological
attacks. In order to prove guarantees of cybersickness protec-
tion in our design, we must analyze our HMD system model in
combination with a model of cybersickness onset to determine
whether the system is composed in such a way that inducing
cybersickness could be possible. Note that for this use case
we only model aspects of the HMD and human cognition that
are relevant to the analysis.

Our AADL model included HMD and Operator components
annotated with AGREE contracts (Fig 2). The HMD Display
contract guarantees a frame rate in the range [0, 60], while
the Operator contract assumes that frame rates above 40 fps
prevent cybersickness. This composition immediately exposes
two violations: (i) AGREE cannot verify that 40 fps is suf-
ficient to avoid cybersickness, and (ii) the display does not
guarantee that fps > 40. To address (i), we incorporated a Soar
cognitive model capturing cybersickness triggers, which was
then translated to nuXmv for analysis. This allowed AGREE
to discharge the operator contract using the formal analysis
results from Soar, i.e., when fps > 40, no counterexample is
produced. The resulting artifact is directly usable: “maintain-
ing frame rates > 40 fps ensures that the operator remains
safe”, and provides an explanation for the real-time system-
behavior to the human operator.

1) Property Verification: Once the models were generated
in nuXmv, nominal behavior (i.e., if 40 < fps < 60, the
Operator should not experience incapacitating cybersickness)
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Fig. 2: Architectural Model with a frame rate monitor along
with the Soar and AGREE annexes for the Operator.

was verified before off-nominal behavior was verified. This is
captured as the following nuXmv specification: LTLSPEC G
(cl != incapacitated-level-III) which verifies
and serves as the explanation for nominal behavior.

We specify three temporal property classes. Reachability
requires the system to remain within valid states at all
times, expressed as LTLSPEC G (state_name # nil
A state_name # dm), meaning the state name is never
nil nor demographic_monitor simultaneously. Safety
prevents unsafe or unintended states and enforces con-
straints to avoid invalid cybersickness levels unless spe-
cific violations occur; formally, LTLSPEC G (— p) where
the bad state (p) is ((op # apply-latency-violated A cl =
incapacitated-level-IIl)), with (op = state_operator_name) and
(cl = state_io_cybersickness_level). Liveness ensures expected
transitions under normal conditions and constrains cyber-
sickness evolution: LTLSPEC (cl # level3) U (op
= apply-latency-violated) and LTLSPEC G (cl

= level3 = X G (cl = level2)).
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Fig. 3: Explainable interface for Reinforcement Learning



When the model checker finds that G(fps > 40 —
cl # incapacitated-level-III) holds, we report it
at the interface: fps (display output port), c1 (operator state
output), and the display-in-nominal contract. If a counterex-
ample arises, the explanation names the interface elements, the
current mode, and the condition that fixes the violation (e.g.,
“raise fps to >40 for 5 steps”). Thus the why and what-next
are expressed only in terms of ports, modes, and contracts.

B. IAS with Autonomous Pilot Operator

The Autonomous Pilot Operator (APO) is an integral com-
ponent of the Assured Human-Machine Interface for Increas-
ingly Autonomous Systems (AHMIIAS) framework designed
to ensure adaptive decision-making and safety assurance in
aviation environments [11], [13]-[15]. The APO serves as
an intelligent cognitive agent that facilitates decision making
based on multi-sensor input, fault detection, and dynamic role
allocation between human pilots and increasingly autonomous
systems (IAS). It also learns pilot behavior with exploration
using reinforcement learning. This is explained on an interface
designed with bar graphs that show that the cognitive agent
learned to warn (red) or not to warn (green) color when sensor
error is in the range 7-9. The integration of the cognitive agent
with Xplane provides the explainability required to visually
display what the cognitive agent has learned (Fig 3).

Using AADL with AGREE contracts, we specified assump-
tions on sensor reliability and guarantees for safe throttle
control and flight mode transitions. The APO’s cognitive logic
was encoded in Soar and integrated into the architecture via
our Soar annex. The composite model was translated into
nuXmv, where we specified temporal properties and extracted
explanation artifacts to ensure that the APO’s learned decisions
aligned with safety constraints.

1) Property Verification: To verify these properties, we
specify key system behaviors using temporal logic and cat-
egorize them as discussed in the MR property verification.

Similar to the MR properties, we formalize properties in the
three different categories. Reachability for instance, LTLSPEC
F (s_op_name = transition), indicating that the operator state
(state_operator_name) will at some point make a transition.
Safety properties such as enforcing state_io_throttle < 1.0 so
the throttle never exceeds its maximum. Liveness; for example,
LTLSPEC F (s_throttle < 1.00 — state_fm = horizontal),
meaning that whenever the throttle (state_io_throttle) is below
1.00, the flight mode (state_flight-mode) will eventually be
horizontal.

For throttle safety G(state_io_throttle < 1.0) and
workload-aware warnings G(warn > err € [7,9]), expla-
nations reference interface signals (state_io_throttle,
warn, sensor error), the active flight mode, and the component
contract that bound them. Proofs cite which contracts and
assumptions discharge the requirement; violations present the
interface condition that corrects behavior.

The two case studies illustrate how MATRICS can be
applied across distinct domains with different operational
challenges, and demonstrate its generalizability.

V. CONCLUSION

We have presented MATRICS, a framework that integrates
cognitive models with system architectures to enable formal
analysis and the extraction of explanation-ready artifacts. Our
explanations are generated by mapping proofs and coun-
terexamples to ports, modes, and contracts, so operators and
certifiers see the same evidence through the system’s interface.
Further research is needed to establish automated validation
techniques that account for system and cognitive behaviors
and developing modeling techniques that capture cognitive
details succinctly while preserving interpretability, and scaling
verification to account for probabilistic factors.
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