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Abstract—Formal methods for model-based systems engineer-
ing have matured significantly in recent years, with new tools and
approaches successfully demonstrated in various safety-critical
and real-time domains. However, a key remaining barrier to more
widespread adoption of these tools and techniques is explainabil-
ity. It is impractical to require a user of such tools to understand
all of the details of model synthesis, analysis, transformation, and
implementation, yet some level of understanding is required to
make effective use of these tools. Furthermore, designers must
be able to explain their use of the tools to each other and
stakeholders to establish confidence in the overall results.

This paper presents a vision of how different formal methods
techniques for model-based systems engineering can be integrated
to automate the production of explainable feedback regarding
assurance and optimization at design time.

I. INTRODUCTION

Model-Based Systems Engineering (MBSE) is “the formal-
ized application of modeling to support system requirements,
design, analysis, verification and validation activities begin-
ning in the conceptual design phase and continuing throughout
development and later life cycle phases” [1]. Complex systems
development benefits from virtual integration [2], in which
MBSE techniques are used to integrate potentially disparate
models of system components earlier in the development
process when the costs to correct design errors tend to be
lower. This shift-left approach to validation can be realized
by architecture-led development processes, such as the Dou-
ble V Model shown in Figure 1 wherein validation of the
design is performed through virtual integration at the level of
requirements, system architecture, software architecture, and
software components. Architecture modeling, analysis, and
code generation are central to this process as they enable
the formal definition, assessment, and refinement of candidate
designs.

The main tool needed to support this kind of process is
a modeling environment such as OSATE ([3], which is cen-
tered around the Architecture Analysis and Design Language
(AADL) [4] [5], where the formalism is suitable for real-
time embedded systems (RTES). Research programs such as
HACMS [6] and CASE [7] have demonstrated that real-time
systems can be developed to be secure by design using such
an environment enriched with model-based verification tools
to ensure requirements are met by the design and that the
produced implementation conforms to the design.

Architecture
ing, Analysis,
and Code
Generation

| Design

Requirements
L 1}

System
Architecture
Design

Deployment Acceptance
Build Test
Target Build |<—-| System Test
grati .
Build Test

Software
Component
Validation

Software
Component Unit Test
Code

Fig. 1. Double V Model of Development and Assurance

System
Architecture
Validation

Software
Architecture
Validation

Software
Architecture
Design

Software
Component
Design

We need assurance of both security and timeliness for
safety-critical RTES, but design mechanisms for achieving
either of these goals oftentimes negatively impact the pursuit
of the other. Oftentimes, system designers must balance addi-
tional competing design objectives such as optimizing for size,
weight, and power (SWaP), as well as cost. Furthermore, as
RTES solutions grow more complex and developers increas-
ingly rely on artificial-intelligence copilots, the justifications
that a given design meets its requirements grow more complex
and rely on expert knowledge that is potentially opaque to
developers and stakeholders alike.

This presents issues in terms of both explainability for why
a given design does or does not meet certain requirements
and optimization of other properties such as SWaP. Though
modern architecture-led processes using formal methods en-
able secure-by-design development of safety-critical RTES, we
believe that it is important to refine these ideas and define
an explainability-oriented development process in order to
better solve the problem of providing assurance for safety-
critical systems. In this paper we propose an explainability-
oriented development process based on existing architecture-
led processes.

II. SECURITY EXPLAINABILITY CHALLENGES

Measuring security is notoriously difficult [8]. For instance,
empirical measurements of the resilience of a given crypto-



graphic scheme to a given attack cannot prove that the cryp-
tographic scheme is truly secure against the attack, and cannot
prove that some other attack against which the scheme is not
resilient does not exist. For those reasons, the cryptography
community tends to rely on reductionist proofs in which the
security of a scheme is tied to the security of its underlying
atomic primitives, which are widely assumed to be secure due
to the mathematical difficulty of breaking them. This reliance
on deductive reasoning is shared by the formal-methods com-
munity, wherein techniques such as model checking are used to
prove properties of a system model, as well as by the real-time
systems community, wherein mathematical analyses are used
to prove timing bounds for workloads under given task models
and scheduling disciplines. Such deductive reasoning about a
model from assumed properties has the advantage of certainty,
but requires being explicit about the assumptions on which the
reasoning are conditioned because, while the results certainly
hold for the model, they can only hold for the real system if
it meets those assumptions. While inductive reasoning using
empirical measurements cannot prove the security of a system
in general, it remains our only means of assuring that a
system conforms to the specific model and assumptions under
which formal analysis using deductive reasoning can prove
security. A specific security property can be proven for a given
system model and threat model at design time, but we must
have assurance that the implemented system conforms to the
design in order to gain confidence that it meets the design
assumptions. We cannot prove everything about a system, but
we want explainability for what we can.

So, for an assurance case to provide explainability of
security, it must provide the threat models that are considered,
the proof of system model security against those threat models,
the assumptions that the implemented system must satisfy for
the model-based argument to transfer, and results of testing to
show that the implemented system meets those assumptions.

III. RELATED WORK

Research programs such as HACMS [6] and CASE [7]
have made use of the assurance-case language Resolute [9],
the compositional reasoning tool AGREE [10], the in-
formation flow and error-propagation-analysis framework
Awas [11], the requirements discovery tools GearCASE [12]
and DCRYPPS [13], the code generation toolset HAMR [14],
and the formally verified microkernel seL.4 [15]. Using these
tools together allows for automatically maintaining a formal
argument of implementation faithfulness to design from the
highest levels of abstraction down to low level operating
system code. We see this through-line as a boon to explain-
ability since assurance arguments presented at higher levels of
abstraction do not necessarily need to be understood at lower
levels of abstraction for a stakeholder to accept them.

Assuring that a design meets requirements in general has
been studied with formalized approaches such as rich trace-
ability [16], where requirement satisfaction arguments are
structured as combinations of statements regarding the design
that can be justified using supporting evidence. In terms of

assurance for certain security properties at the architectural
level of abstraction, recent works [17] [18] have explored the
application of zero trust design and assurance patterns for
cyber-physical systems. The zero trust architecture paradigm
[19] achieves security by following several tenets aimed at
eliminating perimeter-based trust zones and relying instead
on continuous authentication and verification. Just as reusable
design patterns [20] can be instantiated to form parts of a larger
system architecture, assurance patterns [21] can be reused to
form parts of a larger assurance case, providing claims and
arguments about the safety [22] and security [23] properties
that a corresponding design pattern provides. For instance, a
designer may choose to use a zero trust design and assurance
pattern such as a policy enforcement point to mitigate the
threat of a compromised component making unauthenticated
access to the interface of another component. The design
pattern provides information necessary to transform the sys-
tem model, while the assurance pattern provides information
necessary to support the claim that the threat is mitigated
in the overall system design. Relying on such pattern-based
security mechanisms helps keep design security verifiable and
explainable.

The Systems-Theoretic Accident Model and Processes
(STAMP) [24] [25] is an accident causality model that ex-
pands on traditional chain-of-component-failure models by
considering hazards introduced by emergent properties of a
composed system. The System-Theoretic Process Analysis
(STPA) [26] [25] is then a hazard analysis process that as-
sumes the STAMP model and can uncover hazards dependent
on emergent properties that traditional approaches such as
Fault Tree Analysis cannot. In STPA, the focus of analysis
is on high-level control structures and the interfaces between
them. The process consists of identifying what losses must be
prevented, modeling the high-level control structures present in
the system, identifying what unsafe control actions could cause
losses, and then identifying what scenarios could lead to those
unsafe control actions. The adaptation of STPA for security
(STPA-sec) [27] meshes well with our focus on architectural
models and information flow because we can consider what
communications between components may result in change
in security-related state. We see the identified loss scenarios
produced by this process as crucial artifacts for explainable
security.

Combining the principles of STPA and virtual integration,
Architecture-Led Safety Analysis (ALSA) [28] and Systematic
Analysis of Faults and Errors (SAFE) [29] [30] are approaches
related to assurance that identify system assumptions and
trace hazards to architectural elements at different levels of
the design hierarchy. Building on the ALSA approach by
automating assurance case verification, Automated Assurance
of Security Policy Enforcement (AASPE) [31] references both
the Common Weakness Enumeration (CWE) database [32]
and the Multiple Independent Layers of Security (MILS)
architecture [33] when performing attack impact analysis and
attack tree analysis to determine losses and paths to achieve
those losses, as well as whether security policies block attack
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Fig. 2. Explainability-Oriented Development Process

paths and whether the model faithfully enacts those security
policies. We see the referencing of a corpora of threat models
in this approach as a key part of explainable security.

In terms of tradeoff optimization, Guided Architecture Trade
Space Exploration (GATSE) [34] is a recent work that makes
use of the ARL Trade Space Visualizer (ATSV) [35] to
guide a user through design-space exploration by allowing
them to define decision variables and then presenting a set
of design alternatives alongside their impact on the decision
variables. Importantly, it supports constraining decision vari-
ables to preclude infeasible design alternatives. We see this
as an extensible way for designers to find explanations of the
ways in which their design constraints admit opportunities for
optimization.

With  regard to  security-oriented  optimization,
QUASAR [36] and QUASARRT [37] developed strategies for
finding optimal design points when trading performance for
security. They developed attack capability graphs for memory
corruption vulnerabilities and used them as a basis for a
security metric that could be weighted against traditional
real-time performance metrics. We see this new form of
security metric as a key enabler of explaining design tradeoffs,
since it is often desirable to add security mechanisms up to
the point of violating performance constraints, but deciding
which set of security mechanisms to add is non-trivial without
additional information.

Overall, there is clear groundwork in the literature for an
explainability-oriented development process that supports both
assurance and optimization.

IV. PROPOSED SOLUTION

We propose a formal-methods approach to secure real-time
system design that is conducive to both explainable assurance
and explainable optimization. We feel that it is achievable to
have a highly automated, iterative, model-based design process
based on the groundwork laid by related works, where our
analyses provide feedback to the designer in the form of both
assurance-case verification results and optimization metrics.

Figure 2 depicts our idea of what this iterative process
could look like. The process consists of requirements-driven
generation based on STPA and analysis-driven refinement
based on feedback. First, a designer begins with their top-level

design requirements and optimization goals. Then, a designer
must identify losses that should be prevented. These losses
consist of timing requirements and security requirements that
must be satisfied for the system to be safe and secure. Then,
the designer undertakes top-down modeling of their system
architecture, focusing on the control structure, which is the
set of components that communicate information that controls
the state and behavior of other components.

An important aspect of this step is the annotation of com-
ponent processes, flows, data, and ports with labels connected
to the requirements. For timing requirements, this may consist
of annotating processes with periods and deadlines, and an-
notating flows with maximum tolerable latencies. For security
requirements, this may consist of annotating data as critical
protected information or unvalidated input, and annotating
ports with privileges. The architecture models and data flows
produced by this step are then used in identifying unsafe
actions that could occur based on communication between
components. This produces behavioral contracts specifying
what well-behaved components are expected to do, and fault
trees based on data dependencies that specify what adverse
outcomes can occur if components fail to behave.

Having specified what is needed to meet design require-
ments and what must be protected, this takes us to the step
of threat modeling, wherein tools help the designer identify
scenarios in which attacks could compromise components or
otherwise cause contract violations. This step produces a set
of applicable attack patterns and capabilities that are required
for those attacks to be feasible. In order to stop these scenarios
from occurring, the designer moves on to applying mitigations,
transforming the system model using the appropriate zero trust
design patterns and updating the system assurance case with
their corresponding assurance patterns.

Now, at this point in the development cycle, the assurance
case that has been built thus far can be verified through
automatic argumentation, such as in the Symbolic Assurance
Refinement framework [38]. The verified properties then act
as constraints on subsequent trade space exploration, which
produces optimization opportunities and explanations of how
much freedom remains in the design space. Lastly, the designer
refines their design requirements and optimization goals,
taking the feedback from analyses performed earlier in the



development process into account.

We believe our approach could form the basis for continuous
assurance in MBSE similar to CI/CD in modern software
engineering. In both CI/CD and our approach, though the
process is depicted as a continuous cycle, failing to pass tests
or find feasible paths forward may result in backtracking to a
previous design point.

V. OPTIMIZATION

We see our proposed solution as an enabler of more efficient
design-space exploration, and one specific way that it could
support this is through automated analysis of design alterna-
tives.

Consider, for instance, a set of security mechanisms avail-
able in an AADL library such as the recently explored zero
trust design patterns of [18]. A designer may wish to transform
their model using these patterns to increase security, but
adding certain components from the library may only have
marginal security benefits but with significant performance
impacts. Perhaps the designer wants to improve the security
of a data flow between two systems, in which case their
most secure option may be to employ encryption, signing, and
attestation. If the flow is of high criticality and the targeted
platforms can support all three mechanisms without sacrificing
performance requirements such as workload schedulability and
communication latency, then the designer may well choose
all three. However, if using all three would make perfor-
mance requirements unsatisfiable, then the designer should
be provided with explanations of how each candidate design
pattern impacts performance and security in order to make
their decision. This kind of decision problem is common in the
design of mission critical systems, where a mission’s overall
success is highly dependent on meeting the objectives of the
mission within the required timing constraints.

In another example, consider the use of a separation kernel
such as se[.4. Arguably, the most secure use of the separation
kernel would be to put every thread of a system into its own
protection domain. However, for every flow of information and
piece of shared state between threads, the imposed separation
would incur overheads due to inter-process communication
and synchronization. Again, if total separation of all threads
is feasible under the design constraints then that may be the
designer’s choice, but if not then the designer would need
some additional information on the relative security value of
each separation option.

These kinds of tradeoffs can be difficult for a systems
engineer to evaluate on a case-by-case basis, but the evaluation
becomes even more fraught when considering the interplay
between disparate security mechanisms. What if the choice
is between adding attestation here or separating these threads
there? Changes in functional requirements can invalidate pre-
vious choices of security mechanisms as well. What if the
system now has to perform some additional signal processing
or real-time inference? Furthermore, these kinds of tradeoffs
can present themselves across different nodes in a distributed
system. What if we want to use signing for authentication

between two nodes, but the communication latency would then
violate performance requirements? Could some components
on either node be placed in the same protection domain to take
advantage of shared memory? Should symmetric encryption
keys be distributed to the nodes before deployment to remove
latency due to key establishment? Is there a lighter-weight
authentication protocol that could be used instead of the
currently selected candidate? With better explainability of the
security and performance impacts of design choices presented
in assurance cases via automated analyses, we believe design-
ers will also be better equipped to optimize their designs earlier
in the development process without sacrificing flexibility to
respond to changing requirements.

VI. CONCLUSION

This paper presented a vision of how different formal meth-
ods techniques for model-based systems engineering can be
integrated to automate the production of explainable feedback
regarding assurance and optimization at design time. To the
best of our knowledge, there is no available tool that fully
supports the approach outlined in this paper, where, on each
iteration of design, the architecture models are analyzed to
verify that the design meets both timing and security require-
ments, to find fault conditions under which the requirements
are not met, to find attack patterns that could cause those
fault conditions, then transformed using design patterns to
mitigate those threats, updating and verifying the system
assurance case, using the assumed constraints and guarantees
of the assurance case to drive trade space exploration, and
providing explanations of how the current design choices affect
optimization opportunities to guide refinement on subsequent
iterations.

While most parts of the approach are supported by some
tools within the OSATE ecosystem, their integration and
automation remain as challenges. Some parts of the approach
require further investigation, such as modeling the perfor-
mance versus security tradeoffs when applying zero trust
design patterns. In our future work, we aim to refine such tools
and to develop a framework implementing our approach that
can handle the automation of the entire tool set to seamlessly
showcase the design trade-offs given the targeted safety and
security requirements.
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